
DIGITAL DELIVERY
A PRESENTATION ON BASIC PRINCIPLES OF DIGITAL SIGNATURE FOR

FDOT PROJECT DELIVERY



DIGITAL DELIVERY AT FDOT 

• What’s Different & Why the Change?

• Acquisition and Management of a Digital Certificate

• The Digital Signature and the Digital Appearance



WHY THE CHANGE? 

• Effort to produce electronic delivery

• Training and learning curve

• Software maintenance

• PKI prevalence - ubiquitous

• Ease of use



WHY THE CHANGE? 



CHANGE IS CERTAIN!
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ACQUISITION AND MANAGEMENT OF A DIGITAL CERTIFICATE

FDOT Employees Consultants



ACQUISITION AND MANAGEMENT OF A DIGITAL CERTIFICATE

http://infonet/



ACQUISITION AND MANAGEMENT OF A DIGITAL CERTIFICATE

FDOT Employees

http://infonet.dot.state.fl.us/officeofinformationsystems/Applications.htm

http://www.dot.state.fl.us/construction/forms/ElectronicSubmit/DigitalCertificatesGuide.pdf

http://www.dot.state.fl.us/construction/forms/ElectronicSubmit/DigitalCertificatesGuide.pdf


THE DIGITAL CERTIFICATE
THE STUFF THEY DIDN’T TELL YOU



ACCESS CERTIFICATES FOR ELECTRONIC SERVICES (ACES)

• ACES program - created and sponsored by the GSA

• Facilitate secure on-line access to information and services 

through PKI and digital signature technology

• Business-2-Government , Consumer-2-Government 

Transactions.

• “Real Time” validation

• Digital Signatures on electronically produced documents and 

forms which are non-reputable.
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THE DIGITAL CERTIFICATE

• Certificate security

• Keep password safe

• Never share!

• Keep back-up in a secure location

• How to move a certificate – Import & Export

• File type

• Always set security on “High”

• Always scrub an unused workstation.

• Compromised certificate.
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APPEARANCE

Standard Text Signature – This is the generic “out‐of‐the‐box” appearance that is applied by Adobe

Standard software.



APPEARANCE

Plan Text Signature – This is the signature appearance that is applied to FDOT plan sets.



APPEARANCE

Wet Ink Signature – This signature appearance contains a scanned image of a wet‐ink signature. This

one may be used to sign correspondence such as memos, email, etc.



APPEARANCE

Wet Ink Signature with Seal – This signature appearance contains a scanned image of an embossed seal

over a wet‐ink signature. This one may be used to sign correspondence such as memos, email, etc.



DIGITAL DELIVERY

QUINTON TILLMAN P.E.

FLORIDA DEPARTMENT OF TRANSPORTATION

ENGINEERING /CADD SYSTEMS OFFICE

EMAIL: QUINTON.TILLMAN@DOT.STATE.FL.US

WEB: HTTP://WWW.DOT.STATE.FL.US/ECSO

PHONE: 850 414 4894


